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Ottawa, Ontario K1A 0A9


14 March 2007
Mr. Garry W. Breitkreuz, M.P.
Room 685

Confederation Building
House of Commons

Ottawa

Dear Mr. Breitkreuz:



Further to the request made by Dennis Young of your office on 23 February 2007, enclosed is a paper entitled Personal Information under PIPEDA and Linkage.



Should you require further information on this or any other subject, please do not hesitate to contact the Parliamentary Information and Research Service.


Yours sincerely,


Dominique Valiquet

Law and Government Division


Parliamentary Information


   and Research Service

DV/cg
Encl.
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PERSONAL INFORMATION UNDER PIPEDA AND LINKAGE

THE ISSUE

The Ottawa Citizen has posted information obtained from Canada’s National Gun Registry on its Web site.(
)  The information, which was obtained from the Royal Canadian Mounted Police (RCMP) through an Access to Information request, contains the following information: 

· Information about the owner and the registration of the firearm:

· First two digits of the postal code, province;

· Client type (individual or organization); and
· Registration date.
· Information about the firearm: 

· Make, model, manufacturer; 

· Type, action, barrel length, calibre, number of shots; 

· Classification (non-restricted, restricted, prohibited); and
· Lost date, stolen date, recovered date. 

This on-line database is searchable by the first two characters of the firearm owners’ postal codes. 

Some firearms dealers, manufacturers, collectors, individuals, and theatrical agents have expressed concerns that their complete inventory of firearms is now available to the public through this database.  In particular, the addresses of the people who have manufactured their own firearms and have entered their own name in the make and/or model could be easily found by linking the information on the Citizen database with other information provided in other databases such as the 411 Web site.  

POSSIBLE LEGISLATIVE REMEDY

Currently, the definition of “personal information” does not seem to incorporate linkage information.  Section 2 of the Personal Information Protection and Electronic Documents Act (PIPEDA) simply defines “personal information” as “information about an identifiable individual (…)” (emphasis added).  Therefore, the information must be sufficient to identify a specific individual.  Put another way, information is not “personal” if it is not about an identifiable individual.  Section 3 of the Privacy Act sets out a list of what can be information about an identifiable individual.  The key is the individual must be identifiable; however, in the case of linkages more is required.  

One legislative remedy to address the specific issue at hand might be to amend the definition of “personal information” in PIPEDA and the Privacy Act to include non-identifiable information (such as the first two digits of the postal code) that can, with reasonable efforts, be linked with other information in order to actually identify an individual.  

In a brief submitted by the Canadian Bar Association (CBA) to the House of Commons Standing Committee on Access to Information, Privacy and Ethics, the CBA, as part of the statutory review of PIPEDA, made a similar recommendation to include such “linkage information” in the definition of “personal information” found in PIPEDA.  The National Privacy and Access Law Section of the CBA recommended that: 

(…) [PIPEDA] should include a new definition of “identifiable” that requires two elements before information may be said to be about an “identifiable” individual in the hands of the organization: 

· The organization must have the legal and technical capacity to use the data to identify an individual.  For example, in cases:

· Where the organization holds both the identifiers and the information within the same entity; 

· Where the organization holds the identifiers and the information in separate entities with an agreement between the entities regarding the use of the personal information; or 

· Where the separate entities are affiliates, having the ability to cause the other entity to provide the organization with the information and/or identifiers, as applicable when there is no legal/contractual prohibition about “reengineering” the information and the organization has the technical capability to do so. 
· Where only reasonable efforts are required to make the individual identifiable – the requirement for extreme or unusual effort would exclude the information from the definition of “identifiable.”(
) 

In the case at hand, the first two characters of the postal code would probably not be protected by PIPEDA or the Privacy Act as it is not information that in and of itself identifies an individual.  If the definition of “personal information” were to specifically include linkage information, one could more easily argue that the first two characters of the postal code is “personal information” protected by PIPEDA and the Privacy Act.  This is so because it can identify an individual using other information readily available (i.e., in other accessible databases such as those of the Ottawa Citizen and 411). 
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(�) 	� HYPERLINK "http://www.canada.com/ottawacitizen/features/rapidfire/form.html" ��http://www.canada.com/ottawacitizen/features/rapidfire/form.html�. 


(�) 	Canadian Bar Association, Preparing for the 2006 Review of the Personal Information Protection and Electronic Documents Act, p. 10. 
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